FRAUDULENT SMS RED FLAGS

SMS SENDER: CreditUnion — Always independently confirm

— requests like these with your Credit Union by contacting them
directly on their websites phone number.

(ol — |
— credltunlonI

Thursday, 13 February

Hello, your transaction of €1100
has been placed on hold. To
cancel it and avoid charges,
please verify your card with
our representative by calling
+35312337604.

Thank you.

15:15

Gb

CREDITUNION - |

Text Message « SMS
Yesterday 12:14 p.m.

We have identified an unusual
transaction on your card. Our
Customer Support team will
reach out to you shortly for
verification. Please be cautious
and avoid responding to any
unexpected messages or calls.
For urgent matters, feel free to
contact our helpline at
35312337604. Thank you for
your cooperation

You are currently in contact with
Kieran McMahon a member of
the card services team

I CreditUnion I

Text Message « SMS
Yesterday 17:22

A direct debj
scheduled t
A member of staft wi
contact to process this shortly.

Calls may come from a private line.

account

from your credit union
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MERCHANT NAME: Be wary of SMS that reference a business

detail and reference to a private phone line. This may indicate

a third party fraudster will be calling to discuss your financial

details.



FRAUDULENT SMS RED FLAGS

@
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PHONE NO: Phone numbers within SMS should always be validated

< creditunion

Thursday, 13 February

Hello, your transaction of €1100
has been placed on hold. To
cancel it and avoid charges,
please verify your card with

—independently. The Credit Union Card Services Number +353 1
6933333 is located on back of members debit card.

CREDITUNION

Text Message - SMS
Yesterday 12:14 p.m.

We have identified an unusual
transaction on your card. Our
Customer Support team will
reach out to you shortly for
verification. Please be cautious
and avoid responding to any
unexpected messages or calls.
For urgent matters, feel free to

ive by calling
+35312337604.
You.

15:15

STAFF MEMBER NAME: Credit Unions will never
include a staff members name in a SMS.

rw“hheipline at
353123376043 Thank you for
Lvour cagperatibn

e m< - Fin contact with
Kieran McMahon fp member of

c Cdra Serv eam
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CreditUnion

Text Message « SMS
Yesterday 17:22

A direct debit of 359.90 has been
scheduled to Foleys Plumbing Ltd.
A member of staff will be in
contact to process this shortly.

Calls may come from a private line.

account

from your credit union
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